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Background: loT and MUD

Problem: 10T Attacks On the Rise! | - ~ Goal: Log suspicious connections using MUD
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Our Work: Synthesize IDS policies from MUD profiles

Workflow Diagrams MUD = Zeek

Python Parser Zeek Template "ipva” 1 {

! ) - "protocol” : 17,
MUD Profile 5 P g’) - Returns |Og file Fu II PrOJeCt "{etf-acldns:dst-dnsname" : "3.north-america.pool.ntp.org" module amazonEcho;

}

Workflow IIU?S;E‘;iEatmn-pﬂrt” : { export{
"operator" : "eq", redef enum Log::ID += { amazonEcho::L0G };
"port" : 123 const allowed = set(['"224.0.0.22/32"", '"239.255.255.25
} 1 '"208.67.220.220/32""', '"224.0.0.251/32"']) &redef;
}

"actions” : { type Info: record {
i "forwarding” : "accept” ts: time &log;
getl:rnst.thelll;lSt of } orighost: addr &log;
estination 1Fs L o - strangeIP: addr &log;
name - . rom-ipva-amaZonecno- s . .
'matches” : { strangePort: addr &log;
"ietf-mud:mud" : { 1
"local-networks" : [ null ]
1, }
"ipvd" : {
"Egif;im;—f[;wél—ﬂetwu:}rk" : "224.0.0.22/32" event zeek init(){
Create Empty List destination|P List } Log::create_stream(LOG, [$columns=Info]);
Need to populate with allowed values oo }
actions" : {
) forwarding” : "accept event connection established(c: connection)
}, { { _ ,
"name" : "from-ipvé4-amazonecho-4", if ( cSidSresp h !in allowed){

- "matches” : { Log::write(LOG, Info(Sts=network time(),
Pyth()n SC“pt ‘letf-mud:imud® @ { Sorighost=c$idSorig_h,

: "local-networks" : [ null ] SstrangeIP=cS$idSresp_h,

pva” $st Port=cSidSresp p));
} WOrkﬂOW RS S } strangePort=c$id$resp_p

"destination-ipv4-network" : "239.255.255.250/32" 1
T

Complete until the
end of MUD File

“destination-ipv4-network™:

[If line in MUD policy contains

1. A. Hamza, D. Ranathunga, H. Habibi Gharakheili, M. Roughan and V. Sivaraman, "Clear as MUD: Generating, Validating, and Applying 1oT Behavioural Profiles",
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Proof of Concept Future Work

- Run Zeek Scripts with PCAP test data
- Automate scripts for real-time checks
- Use connection ports and protocol
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